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PORT-IT

I O Before installing Vanir:

NOTE: Before installing Vanir, please remove any other antivirus or endpoint security software or any older
versions of an ESET NOD32 installation.

Please use the Windows Control Panel -> Add remove programs to remove the software.

Also make sure the following is in order:
- The communication PC has a static IP address on the vessel network

- Windows 7 SP1 is installed or higher.
- The user has administrator rights during installation.

- The setup process can take some time, you will not be able to use the PC for normal operations during this
procedure

- Make sure all work has been saved and that all programs have been closed.

I 1 Generic Installation Vanir:

In this chapter we will guide you through the general setup which will be later split into 2 other chapters, one for the
Communication PC / Standalone PC and one for the Network Client PC.

1. Please run the file called: Port-IT-Vanir-Installer.exe by double-clicking it.
If you are installing from a CD or a USB, it can be found in the Zip File named: VanirLite-Latest.

Port-I T-Vanir

-|nstaller

2. You might see the: User Account Control notification depending on your Operating Systems Security.
If you do, please click on: Yes to proceed.
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User Account Control >

Do you want to allow this app from an
unknown publisher to make changes to your
device?

Port-IT-Vanir-Installer.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo

3. A new window will appear that will inform you what must be done and what you can install. Click on the: OK
button to continue with the installation wizard.

Port-IT Vanir Setup *

1. Your installation can -only- be supported when the
! installation manual was used during this install, and
installation is reported at conclusion.

2. ACTIVATIOMN:
Mo install is Finished without an installation notice to
support@port-it.nl

3. TO INSTALL:

On -COMMUNICATION PC- Select Communication PC to
install,

On -NETWORK PC- Select NETWOREK CLIENT, read the install
manual,

On -S5TANDALOMNE PCs- select COMMUMNICATION PC to install.

4. A new window will appear please click on the: Next button to continue the wizard.
Port-1T Vanir Setup — ®

PORT-IT

WWW.PORT-IT.NL Setup wil guide you through the installation of Port-IT Vanir.

Welcome to Port-IT Vanir Setup

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

- Canml
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5. In the next window you will see the License agreement. Please read it carefully and mark the checkbox in-

front of: | accept the terms of the License Agreement if you accept the terms.
After that you will be able to click on the: Next button to continue the wizard.
- X

Port-IT Vanir Setup

License Agreement =
Pleaze review the license terms before installing Port-IT Vanir.

Press Page Down to see the rest of the agreement.

23, General provisions, Should any of the provisions of this Agreement be invalid or -
unenforceable, this shall not affect the validity of the other provisions of the

Agreement, which shall remain valid and enforceable in accordance with the conditions
stipulated therein. This Agreement may only be modified in written form, signed by an
authorized representative of the Provider or a person expressly authorized to act in this
capacity under the terms of a power of attorney.

This is the entire Agreement between the Provider and You relating to the Software and
it supersedes any prior representations, discussions, undertakings, communications or
advertising relating to the Software.

If you accept the terms of the agreement, didk the chedk box below. You must accept the
agreement to install Port-IT Vanir. Click Next to continue.

I accept the terms of the License Agreementl

Port-IT Yanir installer

6. In the next window you can choose what you would like to install
Please refer to the below chapters for the respective installation types:

e Chapter 2: Communication PC & Standalone PC.
e Chapter 3: Network Client PCs.
Port-1T Vanir Setup

PORT-IT

WWW.PORT-IT.NL

Select Install Type

Select the correct Endpoint Security install type you wish to
do by selecting the right pc you install on now.

Communication PC - Standalone PC Chptr. 2
Network PC Client Chptr. 3
Cancel

I 2 Communication PC & Standalone PC Vanir:

In this chapter we will guide you through the process of installing the Communication PC.

1. Choose: Communication PC — Standalone PC. The communication PC is also commonly referred to as Comm
PC.
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Port-IT Vanir Setup - >

PORT-IT

WWW.PORT-IT.NL Select the correct Endpoint Security install type you wish to
do by selecting the right pc you install on now.

Select Install Type

Communication PC - Standalone PC

Metwork PC Client

Cancel

2. You will be notified of the installation for the Communication PC. Continue by clicking on the: OK button.
EJ Port-1T Vanir Setup e

o This will install all required packages for the communications
P

Cancel

3. In the next window, the software will detect the system'’s initial IP settings.
Please check if the IP address is the correct local address. If it is correct, click on: Next to continue the
installation wizard for the Communication PC.

E Port-IT Vanir Setup - *

PORT-IT

WWW.PORT-IT.NML This Servers/PCs LOCAL LAM IP-address detected can be
adjusted, we recommend to leave it as detected but when
more IP Network cards are present check the address. If
you intend this PC to have another IP-Address when
inztalled onboard the vessel, then change the IP-address to
the intended -static- numbers.

192.168.186.128

Confirm Server IP on the LAN side.

(Please note the IP in this image could be different for your vessel.)

4. ltis possible you will see the following window (if not, you can continue with: Step 5.).
If you see this, it means you need to configure the communication PC to have a: Static IP address because
DHCP is enabled.
Please do so before proceeding with the installation.
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Port-IT Vanir Setup *

The network adapter detected with the address

! 192,168,186,128 does MOT have a static IP address. Give the
network adapter an IP static address to use this machine as
updateserver in the LAN before running the installer, Press OK
to return, then cancel to exit the installer, Press Cancel to
ignore the warning and continue with the installation.

Cancel

If you do not know how to do this, do not continue with the installation, please contact your IT-Department and
ask for assistance. Afterwards if your IP has not been changed but has been set to a static you can click on
cancel. If it has changed please restart the installation process.

5. The installation of Port-IT Vanir will start and multiple windows will appear as seen below.

The Port-IT Vanir Installation will start and a progression bar will be shown  ESET will be installed as

E Port-IT Vanir Setup - well.
ESET Endpoint Security
Installing =
. ; - L @ _[] Piease wat while Windows configures ESET Endpoint Security
Please wait while Port-IT Vanir is being installed. , I

Time remaining: 2 seconds

Extract: ees_nt32.msi... 7% F—

I

Qutput folder: c:'\portit

Output folder: c:\portitinod32
Extract: research.bat... 100%
Output folder: c:\portitinod32432bit
Extract: cfg.xml... 100%

Extract: ees_nt32.msi... 87%

< Back MNext = Cancel

6. Once you have reached 90% of the installation, a new window will be shown where you can preset a range of
IP's. If a client PC is unable to connect to the communication PC they will start scanning the network you
configure in this step to find the communication PC.

This feature is often used on vessels that have multiple networks that need to be secured.

You can also close the window by clicking the: Exit without saving button if you do not want to use this feature
and continue with the installation wizard. Doing so will leave the Guardian in its default state and only the
network configured at step 3 will be scanned in case a client loses connection.
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1. By default, the current IP range will be
scanned starting with 1 and ending with 255
which is also the max.

2. By clicking on the: Trash icon, you will
be able to remove a rule.

3. If you want the entire list to be cleared,
you can click on the: Clear button.

4. To set a range kindly enter the starting IP
and the Ending IP.

For example: your vessel has 2 networks
(VSat & FBB)

VSat operates on the IP

range: 192.168.1.XXX

FBB operates on the IP

range 10.1.100.XXX

The default rule is set to scan the full
range of the VSat network which takes
around 1 hour max.

You can add another range for
the FBB network by entering the following:

Start: 10.1.100.0
End: 10.1.100.255

(The IPs above are an example)

5. Click on the: Add button to add the
range to the list.

6. If you made changes and don't want
them, you can click on the button: Exit
without saving.

7. Once done you can click on the: Save &
Exit button.

Vanir Installation 8

PORT-IT

Network Range Configuration
» CIDR

Start 192 168 186 0
192 168 136 255
PORT-IT &= e
5.
6. 7
Clear 3 I Exit without saving I Save & Exit
Ral Start ‘ End ‘Sllhllel |GDR
= Y] ETR .
I m 192, 168.186.0 1. 192.168.186.255 255.255.255.0 192.168.186.0/24
o
2.
Confignetworkrange 4

Successfully saved configuration,
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You will also receive a notification, click on
the: OK button.

The installation will continue.

7. The installation will continue and a black window will appear. (Please do not close it and wait for it to finish)

This is the process that creates the Local network Client PC Installation file which is needed in the next
chapter.

8. Once the process in the black window has finished it will close automatically and the installation wizard will
create an offline web-page that all the PCs that are connected to the local network can access.

It will also inform you where you can find the Client PC installation file by showing you another windows with
the link to the offline web-page.

(Please write this down as it will be needed in Chapter 3)
Port-IT Vanir Setup *

On networked computers you can find the generated Endpoint Security

http://192.168.186.128:8016/PORTITAV/

By clicking on the: OK button, the offline web-page will be opened on the default selected internet browser
(Internet Explorer, Firefox, Google Chrome etc.).

Vanir Installation L)
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PORT-IT

Home Dashboard Manuals Vanir Client installation QuickSupport Tinyweb configuration www.Port-IT.nl

Vanir Client installation

Client Installation Package
To install Network clients you should download the Client installation package.

ge 4 of this manual and follow the steps.

VISIT ADDRESS: KOPERHOEK 8AfB 3162LA RHOON THE NETHERLANDS

T: +31 {0)10 2600 041 | E:SERVICE@PORT-IT.NL | © 2008 - 2020 PORT-IT B.V.

The offline web-page can be used by your client to download the installation file. For now, you can close it.

. At the same time the: Guardian Setup will open.

On the screen named: Identification you will be asked to enter the Vessel Identification and Portal credentials.
Vessel name: Enter your vessel name.

Unique ID: Your vessel IMO number can be used as Unique ID.

Username: This can be found in the welcome letter/mail, or you can contact the Port-IT Support

department: support@port-it.nl

Password: This can be found in the welcome letter/mail, or you can contact the Port-IT Support

department: support@port-it.nl

After that's done kindly continue with the first run setup by clicking on the: Next button.

Guardian Setup - O X

Identification

Back Next

a
Identification Portal Credentials

|Vesselname Username

Unique ID Password

A EnterCredentials . Settings validation Tasks Finish

Select update method / Identification Additional settings Test Settings & Modify Scheduler Confirm changes
f Connectivity

Choose

10. On the next page named: Test settings & Connectivity, you can click on the: Validate button to test the
credentials and connection.

If successful you will see the 5 cubes turn green, if not they will turn red. If this is the case you will find the
reason at the bottom

If there is an error please make sure that you have internet access and check on the: Enter Credentials page if
the username and password are entered correctly. (we recommend copy-pasting them in the respective fields)

Vanir Installation
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PORT-IT

You can go there by clicking on the arrow shaped progress bar or by clicking on the: Back button in the top-left
corner

Click on the: Next button to continue with the First run setup.

E Guardian Setup

- [m] x

Test Settings & Connectivity

Back

Next

Portal Settings

‘ Validate

[Ert valdaton on Fortal setongs
Portal Settings Validation [1] : Libraries : OK

Fortal Settings Vaiidation [2] : Credentials are valid

Portal Settings Validation [3] : Loading config from Portal Succeeded)|
Portal Settings Validation [4] : Loading config from Portal Succeeded!|
Fortal Settings Validation [5] : Loading config from Portal Succeeded)
Finished

Choose A Validation Tasks Finish

Test Settings & Modify Scheduler Confirm changes
Connectivity

\, EnterCredentials \ Settings

/' | Identification

Select update method

#  Additional settings

12. The next window will inform you of the settings that will be applied to the Guardian. Click on the: Save and
Finish button to finalize the first run setup.

Guardian Setup

- [m] X
Back Save and Finish
Setting 0Old value New value A
UpdateExportType Configured By Portal Configured By Portal
ClientStateSend OFF OFF
Vesselname
UniquelD
LiveQAUsername
PortalUserflame
IPUsername
IPPassword ~ |FeEE o
PortalPassword [
‘SMTPAuthentication OFF OFF
ServerAddress
ServerPort
DeleteExportedMails ON oN
SubjectFiltarTypel Subject equals Subject equals
SubjectFilter1 AV updates AV updates

Senderfilterl hd

Choose \, EnterCredentials \ Settings \ \ A Finish

Select update method " Identification Additio / Confirm changes

/

13. The Guardian will start and show you a warning that no protection is installed.

Vanir Installation
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Guardian - O X
Menu  Settings Help
PORT-IT
Status
NO PROTECTION INSTALLED s
NO PROTECTION INSTALLED
8 0 0 & @
Status l:pdalad configuration 12020-12-21 15:20:01 UTC (LocalTime: 2020-12-21 16:20:01)
It needs some time to detect ESET and after that's done, it will also apply the update your installation package

came with.
Once finished a pop up window will appear to notify you of the newly applied update.

PORT-IT

MNew update installed

Version 20201111 installed..

14. The Guardian will also check if there are any new updates available and if so it will download them.
Once that is done the updates will be applied, and you will see another popup notifying you of this by ESET

and the Guardian, click on the: OK button.

Guardian update notification

PORT-IT

EsE) EMDPOINT SECURITY

New update installed
Versian 3031315 inctaled Detection Engine was successfully updated to version
ersion installed.. -
22484 (20201213).

Learn maore about this message

(For now you can close the Guardian client. We will go on to explain the basic functions of the Guardian in
chapter 4.)

15. In the Installation wizard click on the Next button to continue.

Vanir Installation




PORT-IT

Port-IT Vanir Setup -

Installation Complete e
Setup was completed successfully.
Completed

Execute: "c:\nod32\Port-IT-GuardianAVUpdateGuardianService.exe” finstall fsilent "
1: 64 bit detected

Execute: "meiexec” /i "o\portit\nod32\ServerFileSecurity \64bit\efaw_nte4.msi” fpassi...
Execute: o'portit\nod32\ConfighetworkRange .exe 192, 168, 136, 137

Execute: o\portitwrar400b7'rar.exe a ep -0+ c:'\nod32\Wanir-ClientInstaller -zc:\p. ..
Execshell: open iexplore.exe

Cutput folder: c:\portit

Created uninstaller: c:'\portitiuninstall exe

Execute: CiYnod32\Port-IT-Guardian\PortiTGuardianClient.exe

Completed -

Port-IT Yanir installer

< Back Cancel

16. In the next window you can finish the installation wizard by clicking the Finish button.
Port-1T Vanir Setup —

PORT-IT

WWW.PORT-IT.ML Theinstaller is finished.

Completing Port-IT Vanir Setup

Click Finish to dose the wizard.

Cancel

17. An icon will be created on your desktop, double-clicking on this will take you to the offline web-page also
known as the: Vanir Dashboard.

ﬂumn

\anir
[Yashboard

18. There will also be 2 Icons visible in the bottom right corner, one for ESET and one for the Guardian.

Vanir Installation
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) 16:49
N D) NG oo DA

I 3 Network Client PCs Vanir

In this chapter we will guide you through the process of installing Vanir on a network connected Client PC.

1. Open your preferred web browser (Internet Explorer, FireFox, Google Chrome or Microsoft Edge)

e .9 .”

Internet Flrn-'ru Google Microsoft
Explorer Chrome Edge

2. Enter the offline web-page to download the Vanir Client installation file
EJ Port-1T Vanir Setup x

Dn netw::urked mmputers ynu can flnd the generated Endpoint Security

tt .-".-"192 'IISE- ‘IEE 1213 201 BIPDF‘.TITAW

(This is the address we suggested you write down during the Communication PC installation.)

The address should look like this
http://IP ADDRESS COMM PC:8016

3. You will see the following offline page as shown in the picture.
Please click on Vanir Client installation.

Vanir Installation
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PORT-IT

A A

a‘t'gs

Dashboard Manuals = Vanir Client installation = QuickSupport Tinyweb configuration www.Port-IT.nl

Home

Welcome

Vanir Info Pages
These webpages provide direct access to resources in the local Vanir Webpage

Vanir local update service function
The web files can be found on c:\portit\webroot.
The service offers the update files for Vanir in c:\ned22\mirror as /PORTITAV/mirror

The topbar menu options provide access to the webpages resources

Dashboard:
The dashboard displays the Vanir Endpoint health status of all networked PCs on board on which Vanir is installed and that are connected to the
server.

Manuals:
This page contains a list of manuals that can be used to configure or trouble-shoot the advanced features of the Vanir software.

Vanir Client installation:
This page contains a download link for the Vanir client installation package.

The Port-IT Quick Support:
Quick support arranges an instant connection with one of our on-call support staff and allows them to quickly connect to your device. A working
internet connection is needed for this.

Tinyweb service configuration:
The Tinyweb menu provides details on the local webservice installed and the kind of software used.

VISIT ADDRESS: KOPERHOEK 8A/B 3162LA RHOON THE NETHERLANDS

T: +31 (0)10 2600 041 | E:SERVICE@PORT-IT.NL | © 2008 - 2020 PORT-IT B.V.

(Please note that your IP could be different based on the network on-board.)

4. On the next page click on the Download button and once the download has finished click on the Run button
which is shown on the bottom.

PORT-IT

e -sA |
Manuals Vanir Client installation QuickSupport Tinyweb configuration www.Port-IT.nl

VANIR

Home Dashboard

Vanir Client installation

Client Installation Package
To install Network clients you should download the Client installation package.

aoe 4 of this manual and follow the steps.

Do you want to run or save Vanir-Clientnstaller.exe (532 MB) from 192.168.186.1287

4 This type of file could harm your computer. Run Save |¥ Cancel

(Depending on the browser you are using the interface may not match the one shown in the picture.)

5. Depending on your operating system and browser you might get a warning as shown below if Internet Explorer
is being used.
a.

For Windows 8, 8.1 & 10: Internet Explorer

1. Click on Run.

De you want to run or save Vanir-ClientInstaller.exe (332 ME] from 192.168.186.1287

@ This type of file could harm your computer. Run Save |~ Cancel

Vanir Installation




For Windows 8, 8.1 & 10:

2. Another window will
appear. Click on
the Action button.

3. In the new window,
click on More options
to select Run anyway.

Internet Explorer

PORT-IT

Learn more

The publisher of Vanir-Clientinstaller.exe couldn't be verified, Are you sure you want to run the program?

Run View downloads

Windews Defender SmartScreen - Internet Explorer

\@l This program might harm your computer

Publisher: Unknown
Name: Vanir-Clientnstaller.exe

Windows Defender SmartScreen reported that this program is not
commonly downloaded and is not signed by its author.

If you received this program as an unexpected solicitation, fink, or
attachment, it might be an attempt to fool you. We recommend that you
delete it.

—> Don’t run this program

—> Delete program

What's Windows Defender SmartScreen?

‘Windows Defender SmartScreen - Internet Explorer

|@l This program might harm your computer

Publisher: Unknown
MName: Vanir-Clientinstaller.exe

Windows Defender SmartScreen reported that this program is not
commonly downloaded and is not signed by its author.

If you received this program as an unexpected solicitation, link, or

aftachment, it might be an attempt to foel you. We recommend that you
deleteit.

—> Don't run this program

(recommended)

—> Delete program

—> Run anyway

For Firefox & Chrome

1. After clicking the Download button on the

offline webpage, click on the: Save File

button if requested.

What's Windows Defender SmartScreen?

Opening Vanir-Clientinstaller.exe *

Yeu have chosen to open:
[ Vanir-Clientinstaller.exe

which is: Binary File (533 MEB)
from: http://192.168.186.128:8016

Would you like to save this file?

Save File

| Cancel |

Vanir Installation
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For Firefox & Chrome

2. Once the download is completed, navigate
to the download location and execute the file
named: Vanir-ClientInstaller.exe.

A new window will appear. Click on the: Run
button.

For Windows 10: Microsoft Edge.

1. After clicking the Download
button on the offline webpage,
click on the button with 3
dots [...]

Vanir-Clientinstaller (...exe was blocked
because it could harm your device,

Open File - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

..munication PC 1\Downloads\Vanir-ClientInstaller.exe

Publisher: Unknown Publisher

MName:

Type: Application

From: C:\Users\Communication PC 1%Downloads\Vanir-Clien...

| Cancel |

Run

Always ask before opening this file

This file does not have a valid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can | decide what software to run?

@

Delete

Keep

Report this file as safe

Learn more

2. A new page will be opened
where you will have to take action.
Click on: Show more and
choose: Keep anyway.

b

This app might harm your device

Microsoft Defender SmartScreen reported that
this app is not commenly downloaded: you
should only open files you trust.

Mame: Vanir-ClientInstaller.exe
Publisher: Unknown

Show less ~

fKeep anyway I

Report this app as safe

Learn more

Cancel

Vanir Installation
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For Windows 10: Microsoft Edge.

3. Click on the file December 23, 2020
name: Vanir_Clientinstaller.exe
to start the installation file. []

4. A new window will come again
to request permission. Open File - Security Warning X

The publisher could not be verified. Are you sure you want to run this
software?

MName: ..munication PC 1\Downloads\Vanir-Clientlnstaller.exe
Publisher: Unknown Publisher
Type: Application

From: C:\Users\Communication PC 1\Downloads\Vanir-Clien...

Run | Cancel |

Always ask before opening this file

..'x] This file does not have a valid digital signature that verifies its
l@ publisher. You should only run software from publishers you trust.
- How can | decide what software to run?

Vanir Installation
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6. Make sure you have read and understood the EULA, if you do click on the Accept button.

E PORT-IT SERVICE and ESETEULA — X
PRESS ACCEPT TO PROCEED AND ACCEPT THE STANDARD /A
PORT-IT Vanir service EULA and the ESET Endpoint Security
EULA FOR THIS PRODUCT.

PORT-IT Vanir service EULA:

Terms and Conditions Por-IT Vanir The use of NOD32 Antivirus
(the "Software”) provided by Port-IT ("Port-IT Yanir"} is subjectto
these terms and conditions. By downloading, copying or
otherwise using the Software, you hereby acknowledge that you
have read these terms and conditions. You represent that you (a)
are of legal age and capacity and are fully qualified to contract on
these terms and conditions; or (b) have received your

parents” (or, if applicable, your guardians’) consentto use the
Software on these terms and conditions. General.

1. The Software is open to all Users who possess a Por-IT Vanir
subscription.

2. Users who have an existing Port-IT access account may apply

Dedine

7. Now the self-extractor will start extracting the installation files and install Vanir Lite for the Client PCs.
@ PORT-ITINSTALLER — *

N

Fxh'acﬁng files to c:'\nod 32\ folder

Exftracting ees_nt4. msi

Installation progress

Install Cancel

8. At some point Windows will ask you if you want to continue the installation. Choose Yes

User Account Control *

Do you want to allow this app from an
unknown publisher to make changes to your
device?

Vanir-Clientsetup.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo

Vanir Installation
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9. ESET Endpoint Security is part of the Vanir solution so this will also be installed.
ESET Endpoint Security

__El Please wait while Windows configures ESET Endpoint Security

Gathering required information...

When the installation has finished it will open ESET, ESET will show a few warnings that should go away within
15 to 60 minutes.

If they do not please contact support at support@port-it.nl
ENDPOINT SECURITY _ o

/' PROTECTION STATUS

v You are protected

p License

License validity: 07/06/2020

Last update: 01/1

10. ESET will also be running in the background and has an icon in the bottom-right corner.

T i

el

N (=Dl L]

231272020

This concludes the client installation

I 4 Vanir Guardian:

In this chapter we will guide you through the options of the Guardian.

Please know that the Guardian will only be installed on the Communication PC and Standalone PCs.

Vanir Installation 20
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1. To open the Guardian, click on start and search for Guardian then click on the icon that appears, as seen on the
picture.

Al Apps  Documents Web  More ¥

Best match

5| Guardian Client
App -

Search the web . .
Guardian Client

guard - See web results App
guardian
guardian uk i Open

guardian newspaper Run as administrator
guardian us Open file Iocation
Pin to Start
guardian brexit
Pin to taskbar

guard software
Uninstall

0
0
0
0
pel
0
0
0

guard llama animal

2. You will see the following window named Status. This window will inform you of the following:

Guardian Client _ O %

Menu Settings Help
PORT-IT

Status

2.4

Welcome to Guardian

1. Vessel Name:f 2,2
2. Signature date: 20201218] 2.3

2lo o & @

¥

| | Status [Updated configuration [2020-12-23 17:04:19 UTC (LocalTime: 2020-12-23 12:04:19) 4

2.1 The Status of : Fleet Secure Endpoint (FSE in short).

2.2 The: Vessel name.

2.3 The latest: Signature date processed by the Fleet Secure Endpoint

2.4 If Fleet Secure Endpoint is outdated you can gather some basic information the Support team needs by clicking
on the: Collect Support Data button

3.1 After the Guardian has been successfully activated it will begin to download the license and also the missing
updates.
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EA Guardian Client
Menu Settings Help

PORT-IT

Download

Finished download..

[ 100% )
Last check completed: Nothina to download.

Latest

20201218 (x64)

Downloaded 20201218 (x64) | 20201204 (x86)

Allow Download > 20 MB
20201218

Download started 2020-12-23 08:55:39 UTC

Installed

Download progress 1

Download finished 2020-12-23 08:56:43 UTC

Next scheduled 2020-12-24 08:55:39 UTC

3.

O

¥

-3

Status

‘Updated configuration ‘2020-12-23 17:17:09 UTC (LocalTime: 2020-12-23 18:17:08)

A

3.1 If the download gets stuck because of an unstable network connection or the hard drive is full and was cleared
afterwards you can click on the: Reset button to restart the download process.

3.2 If your vessel is missing a large amount of updates, the total amount of missing updates to download might

become large (total size larger than 20 MB).

To allow a download larger than 20 MB please click on the: Allow Download > 20 MB button:

3.3 If you want to check if an update is available you can

click on: Check

4. The Guardian is also able to monitor the network and inform you of the devices connected (also known as nodes)
to the network. There are 3 categories of nodes which will be explained below in addition to the Guardians

NetworkScan functionality:

Guardian Client

Menu  Settings Help

PORT-IT

NetworkScan

Started scan
2020-12-23 16:59:17 UTC
2020-12-23 17:56:35 UTC

2020-12-23 17:26:35 UTC I

Last completed scan
Hext scan

4.4

™ Installed Nodes

CoOMM

Start Scan I I Report
4.2

I I Refesh I
4.3

4.1

Hostname: COMM-PC-11P 192.168.186.128 MAC:
Vendor: VMware, Inc. 05: Windows 10 Pra
Eset version: 8.0.2028.0 Activated: TRUE Sigdate: 20201213

CLIENT-PC-1

Hostname: CLIENT-PC-11P 192.168.186.147 MAC:
Vendor: VMware, Inc. 0S: Windows 10 Fro
. Eset version: 3.0.2028.0 Activated: TRUE Sigdate: 20201218
™ Trusted Nodes

VMV rver

L3
ER

Hostname: VMWare DHCP Server IP: 192.168.186.254 MAC

Vendor VMware, Inc. Reason: DHCP Server
= Rogue Nodes

Hostname: COMM-PC-SIP: 192.168.186.135 MAC
Vendor VMware, Inc.

<
L]
<

A~

a.
2 O

¥

Status

|updated configuration

‘ZI}ZOVTZVB 17:28:34 UTC (LocalTime: 2020-12-23 18:28:34)

A
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4.1 You can start a new network scan by clicking on the button named: Start Scan (a scan could take up to 15
minutes)

4.2 When a scan has been completed you can manually report the results to the Web-Portal by clicking on
the Report (The guardian will send its results automatically every 7 days.)

4.3 You can refresh the list by clicking on the Refresh

4.4 Installed nodes: Devices listed here have Fleet Secure Endpoint installed and will show whether they have
been activated.

You will also find the following information about these devices:

Mac address

IP address

Vendor of the network device
Windows version

ESET Version

Whether ESET has been activated
Signature date

4.5 Trusted nodes: Trusted nodes are devices that you have marked as trusted. You trust devices when Fleet
Secure Endpoint cannot be installed on the device. Usually these are devices such as printers or scanners. Trusted
nodes can only be added manually.

The Guardian will show the following information about these devices.

Device Name (this can be adjusted)

IP address

Mac address

Vendor of the network device

Reason why you added the device to the trusted node list.

4.6 Rogue nodes: Devices that do not have Fleet Secure Endpoint installed will be listed here. Devices that have
been detected should be investigated, and you should try to install Fleet Secure endpoint on the device. If it cannot
be installed you can add it to the trusted nodes list. Once rogue nodes have been detected a notification will appear
and will keep appearing periodically until the rogue node has been investigated and added to the trusted or installed
nodes list.

By double-clicking on a device in the Rogue node section you can add the device to the trusted nodes list.

Vanir Installation 23




PORT-IT

Guardian Client _ O %

PORT-IT

NetworkScan

Menu Settings Help

Please provide a sensible reason why this machine s trusted. For example : Printer in Captains cabin
By trusting this machine you accept the risks and consequences assodated with leaving it without protection installed.

Mac Address

Hostname VMWare DNS Server A

Reason DNS Server B

I Supprassl C

D

[ = ]l Tost |

4,
& alo|s @

¥

I I Status [Updated configuration [2020-12-23 17:37:34 UTC (LocalTime; 2020-12-23 18:37%:34) 4

A. Please enter the device name this can be a Computer, phone or a master cabin printer for example.

B. You must enter a reason why you want to add the device to the trusted nodes list.

C. When you click on suppress, the notification for that rogue node will be suppressed, but it will still be shown as
a rogue node.

D. Please click on Trust to trust rogue node. (Trusted devices can be removed by double-clicking on the trusted
node.)

5. The scheduler menu shows the intervals at which the different Fleet Secure Endpoint tasks run.

Here you can see when a task will run, when it last completed successfully, and you can manually start the task.

B Guardian Client - O x
Menu  Settings Help

PORT-IT
Scheduler
Download Check 1hour § minutes 42 seconds remaining..
Next : 2020-12-24 08:55:38 UTC
LastStarted : 2020-12-23 08:55:39 UTC 5.1
LastFinished : 2020-12-23 08:56:49 UTC
Archive Virus Logs 7 minutes 45 seconds remaining..

Next : 2020-12-24 07:53:42 UTC
Last Started : 2020-12-24 07:43:42 UTC
LastFinished: 2020-12-24 07:43:53 UTC

&

Send Virus Logs Zminutes 46 seconds remaining..
- Next : 2020-12-24 07:48:43 UTC
53 fil
|/ Automatic refresh)
Lovonatereien] 5.4 Refresh Pause Tasks
5.2
5.
sl
2 O o|&H|@
¢
| | Status [Updated configuration [2020-12-24 07:45:56 UTC (LocalTime: 2020-12-24 02:45:56) 4
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5.1 When you click on the clock next to a task, the task will be performed as soon as possible.

5.2 The refresh button will manually refresh the task information, this is useful for when you want to see if a task
has been performed after you manually executed it.

5.3 When you click on pause tasks all tasks will be paused. If you click on the same button again all tasks will
continue.

5.4 Automatic refresh automatically refreshes the information of each task, we recommend you keep this option
enabled.

6. To see the Guardians version, you can click on the: About button, here you will find the following information:

Guardizn Client _ O %
Menu  Settings Help
PORT-IT
About
PORT-IT

Address Koperhosk & Af8

3162LA Rhoon 6.1

The Netheriands

=i

Product support

¥

| | Status [Updated configuration [2020-12-24 08:05:44 UTC (LocalTime: 2020-12-24 09:05:44) 4

6.1 This is the address of Port-IT's head office.

6.2 If you are experiencing issues with Vanir Lite, or you have questions you can contact us with these E-mail
addresses.

6.3 You can click the Collect Support data button to create an in-depth log that will be used by Port-IT Support
department to resolve any issues you may have.

6.4 The support department will often ask for the Product and Service version this will show which version of
Fleet Secure Endpoint is installed.

I 5 Iris Functionality Vanir

In this chapter we will explain the functionality of Iris.
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Iris can be used to scan items with multiple antivirus software to confirm if it is a virus.

To do so, kindly follow the instruction below:

1. Kindly locate the file you want to be scanned thoroughly, right-click on it and go to: Send to and choose: IRIS
(You can also select multiple files to be scanned)

Open
Print
Edit
©) Share with Skype
7-Zip >
CRC SHA >
[o Edit with Motepad++

@ Scan with ESET Endpoint Security

Advanced options >
|2 Share

Open with >

Give access to >

g Add to archive...

g Add to "test.rar”

g Compress and email...

g Compress to "test.rar” and email

Restore previous versions

I Send to > 9 Bluetooth device
T g Compressed (zipped) folder
Copy [ Desktop (create shortcut)
Documents
Create shortcut
=g Fax recipient
Delete =
5 RIS |
Rename -
- Mail recipient
Properties E—] TeamViewer

2. lIris will open and show a list of files that are being scanned.
Please keep in mind this is done online and the files will be uploaded first.

=
5 RIS — [m] b
File Queue Tools Help

PORT-IT

File name Progress Status

f8 C:\Users\Communication PC 1\Desktop'test. tt Finished & File dean
Processing Queus | Waitng to be addes
Progress: Done, Finished all 1 files ID:94A7CD2D

3. If the files are clean you will see a green check mark and a popup will also notify you.
Click on the: OK button to close the pop-up.
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Scanned Files Report
Scanned : 1
Infected : 0

Clean: 1

Mot Scanned : 0

Scanned Files Report
Scanned : 11
Infected : 1

Clean : 10

Mot Scanned : 0
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In case the file is infected you will see a red hazmat icon with a description that the file is infected.
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4. lIris will save the results, so you can check if the file you want to scan has not been scanned already.

& RS — o *

File Queue Tools Help

PORT-IT

File name Progress Status
BW C: \Users\Communication PC 1\Desktop\KMSEmulator \InstallkMSEmulator..cmd [ ] 30% Checking hash
2 | Cr\Users\C ication PC 1\D Vnstsrv.exe [ ] 30% Checking hash
3 | C:WUsersiCe PC 1D WMS_1.and Finished 4 File dean
4 | C:\users\Communication PC 1\Desktop\KMSEmulater \KMS _3.cmd = Queued
5 | CilUsers\C PC 11D KMs_7.cmd 2 Queued
6 | CrlUsersiCe PC 1\ WKMSServer.exe = Queued
7 | CiWsersiCe ication PC 11D reg = Queued
8  C:ilUsers\Co BC 1\ - lreg 2 Queued
9 | CrlUsers\Ce PC 1\ -_3.req 2 Queued
10| CrWsers\C ication PC 11D _Treg 2 Queved
11 | C:WUsers\Ce PC 1D rvany.exe = Queued

i Processing Queue | Waiting to be added

Progress: 11 Files, 8 Queued, 2 Scanning, 1 Finished ID:84ATCD2D

5. To clear the results you can click on: Queue which is located in the top-left corner.
Then click on: Remove clean lines to remove all the files that are clean and keep an overview of all the
malicious files.
Or click on: Remove all lines to clean the list entirely.

& RIS - o X

File § Queue ITuu\s HE\E

=% Remove Clean Lines

' % Remove All Lines
Abort All

File name Progress Status
1 £ C:\Users\Communication PC 1\Desktop KMSEmLator nstalkKMSEmulator.amd | Finished 47 Fie dean
2 | C:\sers\Communication PC 1\Desktop\KMSEmulatorinstsrv.exe Finished 4 Fie dean
3 Ci\Users)\Communication PC 1\Deskiop\KMSEmUlator KMS_t.cmd Finished & Fie dean
4 Ci\Users\Communication PC 1\Deskiop\KMSEmulator KIMS_3.cmd Finished & Fie dean
5 | C:\Users\Communication PC 1\Desktop\KMSEmLator KMS_7.cmd Finished 4 Fie dean
& Ci\Users\Communication PC 1\Desktop|KMSEmulator KMSServer.exe Finished dy File dirty
7 C:\Users\Communication PC 1\Desktop\KMSEmulator\RegkMSEmulator reg Finished 4 Fie dean
8  C:\Users\Communication PC 1\Desktop\KMSEmulator \RegkMSEmulator_1.reg Finished & File dean
9 Ci\Users\Communication PC 1\Desktop|KMSEmulator RegMSEmUiator_3.reg Finished & Fie dean
10 C:\Jsers\Communication PC 1\Desktop|KMSEmulator RegkMSEmUiator_7.reg Finished & Fie dean
11 C:\Users\Communication PC 1\Desktop\KMSEmulatar\srvany exe Finished 4 Fie dean

Processing Queue  Waiting to be added
Progress: Done, Finished all 11 files ID:94A7CD2D

6. lris can also scan all running services and processes but do keep in mind that the files will be uploaded which
will consume a lot of data.
To scan all services and processes please click on tools and choose the preferred option.
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RIS - [m] x

Fle Queue [Took ] Help

55 Check Services

Check Processes

File name Progress Status
1 ;C:\Users\cammunicahon PC 1\Desktop\KMSEmulator\InstallKMSEmulator.cmd Finished 47 File dean
2 C:\Users\Communication PC 1\Desktop\KMSEmulatoryjnstsrv.exe Finished 4 File dean
3 | C:\Users\Communication PC 1\Deskiop\KMSEmulator\KMS_1.cmd Finished 47 File dean
4 | Ci\Users\Communication PC 1\Desktop\KMSEmulator \KMS_3.cmd Finished 47 File dean
5  C:\Users\Communication PC 1\Desktop\KMSEmulator\KMS_7.cmd Finished 47 File dean
6  C:\Users\Communication PC 1\Deskiop\KMSEmulator \KMSServer, exe Finished 4 File dirty
7 Ci\Users\Communication PC 1\Desktop\KMSEmulator\RegkMSEmulator.reg Finished 4 File dean
8 C:\Users\Communication PC 1\Desktop\KMSEmulator\RegkMSEmulator_1.reg Finished 4 File dean
9 Ci\Users\Communication PC 1\Desktop\KMSEmulator\RegkMSEmulator_3.req Finished 47 File dean
10 C:\Users\Communication PC 1\Desktop\KMSEmulator\RegkMSEmulator_7.reg Finished 4 File dean
11 C:\Users\Communication PC 1\Desktop\KMSEmulator\srvany.exe Finished 47 File dean

Processing Queue  Waiting to be added
Progress: Done, Finished all 11 files ID:94A7CD2D

-End of Manual-

Vanir Installation




kK O &

o

www.port-it.nl

Koperhoek 8 A/B

3162 LA RHOON
The Netherlands

sales@port-it.nl
support@port-it.nl

EMEA: +31 (0) 10 260 00 41
APAC: +653158 16 17

Safely connected at sea.



	0 Before installing Vanir:
	1 Generic Installation Vanir:
	2 Communication PC & Standalone PC Vanir:
	3 Network Client PCs Vanir
	4 Vanir Guardian:
	5 Iris Functionality Vanir

